Al & technology industry

CYBER/TECH E&O

As Al and technology providers continue to drive innovation across industries, the need for robust cyber
and tech E&O insurance is also increasing. Tech companies are empowering organizations with artificial
intelligence, machine-learning models, Saa$S platforms, and automation tools that are transforming how
they operate. Whether it’s enhancing decision-making with predictive analytics, personalizing customer
experiences, or streamlining complex workflows, Al is now embedded in processes across critical and non-
critical industries, such as healthcare, finance, and retail.

However, with these advancements comes an evolving cyber threat landscape. Emerging technologies can
increase exposure to both new and existing threats—including ransomware, data breaches, supply chain
vulnerabilities, as well as technology risk considerations such as algorithmic/software errors, third-party
and contractual liabilities. To safeguard operations and reputations, technology Al firms must prioritize
robust cyber and tech E&O liability coverage.

RANSOMWARE  DATA BREACHES:  INTELLECTUAL  ALGORITHMIC  CONTRACTUAL
ATTACKS: Exposure of PROPERTY ORSOFTWARE  LIABILITY:

Disrupting sensitive client, THEFT: ERRORS: Failure to
operations and employee, and Stealing of Faulty outputs or meet SLAs or
halting project project data stored proprietary recommendations, = performance
timelines or processed by models, code causing harm to guarantees in

Al systems and data clients or end users = client agreements

Cyber and tech E&O insurance contributes towards the cost of legal defenses, regulatory investigations,
breach response, and third-party claims, allowing organizations to continue innovating with confidence
and managing their cyber and technology risks.

TARGET SECTORS & APPROACH

Revenue s Al products & services 35
We consider pre-revenue Financial software, healthcare software, computer vision,
risks with no size caps automobile software, cloud services, database management,

data analytics, smart manufacturing, edtech, workflow
automation, CAD software quality assurance, security software,
BPO software, CRM software, virtual reality, client relation
marketing/advertising technology, billing/payroll
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RISK COVERAGE

¢ Explicit language providing E&O coverage to Al products and services

e Ability to offer wrongful collection coverage

e Other coverage included:

Ot & 9 b

Voluntary Hardware replacement Broad trigger for Regulatory proceedings PCl coverage for
shutdown with betterment cyber extortion coverage includes all expenses and
coverage privacy regulations assessments

¢ Endorsements
Non-Information technology contingent business interruption (Non-IT CBI), criminal reward,

and contingent bodily injury/property damage (BI/PD)

e Form advantages

Streamlined business interruption payments:
Bl coverage written in conjunction with forensic accountants to eas conflicts of assessments

and expedite payments

OTHER HIGHLIGHTS

e Large line-size capabilities
e Flexible, creative underwriting approach
e Underwriters seek a deep understanding of Al risks
and develop coverage offerings that grow with the insured

. . s Scan here to learn
e Extensive manuscripting capabilities about our Cyber team

About Mosaic

Mosaic is a global specialty insurance platform with A +

exceptional expertise, a focus on complex products,

and a distinctive, award-winning, operating model. We Superior Very Strong Very Strong
underwrite for close to 40 trade clients alongside our
own Lloyd’s Syndicates 1609 and 2610—offering capacity
across eight lines of business via seven countries. FINANCIAL-STRENGTH RATINGS OF OUR LLOYD’S SYNDICATE MOSAIC 1609

AM Best Standard & Poor’s Fitch Ratings

The information contained herein is for general informational purposes only and does not constitute an offer to sell or a solicitation of an offer to
buy any product or service. Any description set forth does not include all policy terms, conditions and exclusions. Bound insurance policies, rather
than summaries thereof, govern. Not all insurance coverages, products or terms may be available. US risks may be placed in the surplus lines
market; surplus lines insurers do not participate in US state guaranty funds and coverage may only be obtained through duly licensed surplus lines
brokers. Contact Mosaic or your broker for additional details.
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